SURVIVORS OF TORTURE INTERNATIONAL
CONFIDENTIALITY POLICY

I. CLIENTS 

Survivors of Torture, International represented by its board, staff, contractors, and volunteers, is bound by an obligation to maintain the privacy of its clients and former clients. We believe that survivors of torture and their families have been violated by extreme intrusion into their privacy by the act of torture.  They have a right to recover their privacy, and to determine when or how their stories are to be shared with others. 

Based on these beliefs, volunteers with Survivors of Torture, International will:

1) Protect the privacy of individuals at Survivors of Torture, International, neither confirming nor denying the fact of being a client, unless specifically authorized to do so, in writing, by the client or if required by law.  Any such authorization must specify the nature of the information to be given the party to receive the information, and the general format of that information.

2) Safeguard the identity of individual clients in any public education or professional training function, by omitting or changing key factors, such as country of origin, gender, age, experience or symptoms.  When it is necessary to communicate the reality of survivors of torture, the identity and privacy of individual survivors must be protected.  The larger and more public the forum for disclosure of information and/or the smaller the identity group to which the survivors belongs, the more care must be taken to disguise client identities, to offset the greater likelihood that their privacy might be compromised.  Names of individuals will not be used.

3) Clients of Survivors of Torture, International may be asked if they desire to speak with the press or other audiences to discuss either the torture experience or their treatment by staff and associates of Survivors of Torture, International, or to serve any other publicly visible role. Clients will be provided with all appropriate details, including advice regarding the loss of privacy that can occur through media contacts, so their consent can be fully informed.  

II. RECORDS AND FILES

Due to the very nature of the work we do, confidentiality is absolutely required of all volunteers.  Breaches of confidentiality are among the most serious breakdowns between the Agency and a volunteer.  Breaches of confidentiality may lead to disciplinary action, including my immediate dismissal.
All records and files maintained by Survivors of Torture, International (SURVIVORS) are confidential and remain the property of SURVIVORS.  Confidential information includes, but is no way limited to: grant proposals, grant awards, data, reports, memorandums of understanding, contracts, donor information, and any other documents or information regarding SURVIVORS’ operations, procedures or practices.  

Information made available to a volunteer, or to which a volunteer becomes privy during his or her term with the Agency will be considered proprietary information supplied in confidence, and may not be disclosed to others, or used for any other purposes except as required for his or her position with SURVIVORS.  

Confidential information obtained during or through one’s position with SURVIVORS may not be used by any volunteer for the purpose of furthering current or future outside employment or activities or for obtaining personal gain or profit.  SURVIVORS reserves the right to avail itself of all legal or equitable remedies to prevent impermissible use of confidential information or to recover damages incurred as a result of the impermissible use of confidential information.

III. HEALTH INSURANCE PORTABILITY AND ACCOUNTABILITY ACT OF 1996 
Survivors of Torture, International, its board members, employees, contractors, and volunteers are bound by The Health Insurance Portability and Accountability Act of 1996 (HIPAA), as well as all relevant federal and state law concerning protected health and/or personal information.

Every volunteer is required to receive proper training regarding the policies and procedures for complying with HIPPA and other relevant legislation. 
Any volunteer who needs guidance or who has reason to believe that a potential violation of these policies and procedures has occurred, is obligated to bring the matter to the attention of the Agency’s Security and Privacy Officer    

Any violation of these policies or procedures by a volunteer is subject to disciplinary action including discharge from board membership, employment, contractor, or volunteer positions. 

“I have read, discussed, and comprehend this policy, and agree to function within its requirements.  I understand that violation of this policy may have severe consequences for Survivors of Torture, International, its clients, and myself.”
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